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We review your firewall and router settings
to ensure optimal configuration, meeting the
Cyber Essentials requirements for a secure

network perimeter.

We provide guidance on securely configuring
devices, including the removal of unnecessary

applications and applying secure settings. This helps
to reduce vulnerabilities as outlined in the Cyber

Essentials framework.

We advise on setting up strict user access
controls to ensure that users only have the
permissions necessary for their roles, fully

aligning with Cyber Essentials’ access
management standards.

We provide expert guidance to keep your
malware detection capabilities current, with
real-time protection, as required by Cyber
Essentials for effective threat mitigation.

We work with your IT Team to help establish a
structured program for identifying and

remediating critical vulnerabilities within the
14 day timeline set by Cyber Essentials.



Project Management and Support for Seamless Certification



VMGroup has a proven track record in the education sector. We understand the unique cyber security
challenges in education and provide a tailored approach for each client. Over the last few years, our experts
assisted Belfast Metropolitan College, North West Regional College and South West College to successfully
pass their CE & CE+ audits. 

From gap analysis to certification and ongoing support, we are with you at every step of the way. VMGroup’s
goal is not only to meet the Cyber Essential requirements, but to also build a lasting culture of cyber security
awareness and good practice. We assist in sourcing certified assessors for the final CE & CE+ assessments,
providing a streamlined and thorough experience.  

Secure your educational institution’s digital environment. Contact us to learn how we can support your
journey to Cyber Essentials and Cyber Essentials Plus certification.


